49 Disquised Adware Apps with
Optimized Evasion Features Found
on Google Play

Appendix



Indicators of Compromise (lIoCs)

SHA256 ‘ Package name Name ' Version
822414FFFDF50611AA382E20E47D
E83655896E2D5CE3CF89B1CFB897 | com.ezn.catrealhaircuts Cat Real Haircuts | 1
42351F02
07A27FCC37423F2CBA647DASAEE
7TA481FEED786AC4698563648D99C | com.ezn.catrealhaircuts Cat Real Haircuts | 1.1
E3115E1D9
B8BE6A5814192D58D6A9763CBESS
7B516AF815465ADD979B794C5295 | com.ezn.catrealhaircuts Cat Real Haircuts | 1.2
D19C32F6
1689508730FED5SEC54630B97A87B
B2BOEA84B330F9F16E1F7428FAFB | com.ezn.catrealhaircuts Cat Real Haircuts | 1.2
DE36F9F9
6222AB87AA915530F310C1D501289
5D46F4661D2F287763FE15DE45161 | com.ezn.catrealhaircuts Cat Real Haircuts | 1.4
AEC4B9
5B5E739CA7C6975759BD07BD42D6 Motor Bike
B99ECA4850DBA13C577DF524B300 | com.motor.bikerace Racin 1
92430C1C 9
E56BB5D88940D34B8F31934EEF73 Motor Bike
E82AF7656A490497DABFC9584800 | com.motor.bikerace Racin 2
0E709D35 9
B45A212DC7A75AEDFC49AB1D119 Motor Bike
9087EAOCFEDO7A680AF33FB914B7 | com.motor.bikerace Racin 1
B457E1C08 9
78AAESF1AESFACCA4DC593860BA Motor Bike
93F8C39B58C8CADGS01AGE7CC5A | com.motor.bikerace Racin 1
F728002697 9
ODO7FDB32EEACFF8936523AA358C Motor Bike
F648B2F822CEA2D743461DDFD1C4 | com.motor.bikerace Racin 3
A75AF971 9
C9ADY959A39F585934E160E65E396 Motor Bike
7B25A3B7AE3081CD7632F99BA0B3 | com.motor.bikerace Racin 1
E4D21BF7 9
896E107C286D3BEC4B33BCA97611 com.house aint.pai
SE3FBDO17CDEF55F3BEEES71ADE | /070 yay-paintpal |5 se Painting | 1.0.3
862E99D3F P
E1086BAEAB27F90D29C2372A4619 com.house aint.pai
7792467C3462CE371E5FE75771B44 ’ YOy-paInt-pal | 15 se Painting | 1.0.2
349E299 nt.puzzle




1D819ES5634D44CC801579D12C07A

com.house.ygy.paint.pai

A1538D13844A6189D20E5A0353C3 nt puzzle House Painting 134
61756340 P

DF94A10F4102B2AA0AB7849F9202 o
EB424494A97294F5718559726E05F f}?mqgglfe'ygy'pa'”t'pa' House Painting | 1.3.4
FF5D4EC P

1F62308623AE3CABATIAFEET6763 | -\ Aintoai
99D6161374B27F8CIF71EB425A846 | /070 | Yay-paint-pal | 0 se Painting | 1.0.1
8695F01 P

922E4E80528753AD9457DBABEB39 | .\ Aintoai
DAF6FBCT72F34AE4EBES96F5D3459 | /700 YOy-pant-pal | 5use Painting | 1.0.1
D1061120 P

B9272DC2352632DF637EB13C3559 | -\ Aintoai
9C002F8047ASFIB265E30953CCAA | ~2 T 7 yay-paintpal |0 se Painting | 1.0.1
243D42E2 P

ABBEB930645FF76F10D73132C9D06 | .\ Aintoa
2FD154D02904DE4BDA9A47TAI2CAG | o0 0 yay-pantpal 0 e Painting | 1.3.4
D66840A P

E347DB4F27FC2005B628E548E9FE o
D3DODIEC6738C2C208ACE8A55AC ﬁ?mu';;‘fe'ygy'pa'”t'pa' House Painting | 1.3.4
1640635FC P

49EBDY629B7E4125FOFD33B21560 | o
A02B7D7D9ABCBASCO31758F6242F | ot &1 08 PNOYO- 1 T4tt00 Maker 1
66CB7902 an.

169E69FCDECB6274F89EBBEIC802 | _ 0 o
C687B2DEAF480DD3081091A0C953 | oot &t ! PNOY0- | Tattoo Maker 2
OF2C2B2B an.

DOSEE3FBBO7AG4F9I486DCOA00FAY | o\
EC1E4F29BCO06AF1E7FAEDO9E4A ba”'s%ut -DalS-€SCaAPe | palls Escape 1.0.2
95301D82F :

C96FD706AB14FOF3CEIFDFBTFTTL | 0 o o
8BB6B4ESDSAFF4ABIF45F2053805 ba”'S%ut -DATS.€SCaPe | palls Escape 1.0.1
09FC5ADE :

2599AE158C3BDO52DFAAECBABE5T | - o o
7851F6B352A6755A9436FDD16D25 ba”'S%ut DallS-ESCaPe | palls Escape 1.0.2
246A12A1 :

BDFBB6CEAEFD872B567COSBCCSD | _ o (o
B52111EB3417E92C9C516F554090F ba”'s%ut -DallS-ESCape | pais Escape 1.0.3
OFFB4CE3 :

77ABIDAGDIFFI6F15C04BDOSFD86 | o\
ADSAAF745B09E489259BE4EAD7D -games.balls.escape | pais Escape 1.0.4

B6A689C25

.ballsout




7C7546D69871E2969385EE3701D9

com.games.balls.escape

AT93B6A9425C14146B4A344CD161 | (o Balls Escape 1.0.5
05129631 :

1B30320790ED302A4ECIA864BC1A

9FCF45FFFOA28A8C5287FB8926CE Cl;’;ﬂé%irtnes'ba”s'escape Balls Escape 1.05
45214428 :

37FE68DEF72DB046EGAFESF822DE | - 0 o
1B01B32604A527CABIB4528CA908 baué%ut -DATS.€SCaPe | palls Escape 1.0.7
56DBB844 '

E9BOBF4F30D7212569EFBFE20CED | o oo\
706B7FC3D58DBABD79BA44C191D ba”é%ut -DalS-€SCaPe | palls Escape 1.0.7
3AE7D64A4 '

ED86CAC2D379F456752ACBIBF680 | - oo o
DO9BF2B315D626F7C18BC344F3C3 baII.sgout -DalS-€SCaPe | palls Escape 1.0.8
3E31A73C :

106E7726B8A5937F3ABD2254DAA |
78CF6A522C4A83946FB55EA1B182 ba”'S%ut -DalS-€SCaAPE | palls Escape 1.0.8
79F9D628 :

5B76CB52ED30FB9928D24D5AB436 . . _
8FF7F92697D82F39FECFDO5FD52C fog]r}]b:a““f“"house'pa'” Egi"’r‘]‘:“f“' House |4 41
231D3768 9

61D08BBECAAFF1311838DF22CF2C com.beautiful.house.pain | Beautiful House
59EF9AAB523768B33BEBIESACDOF | o1 : P Pt 1.0.2
75B8F44A 9

023CEDBAB3B1CDAG75CC864486E com.beautiful.house.pain | Beautiful House
6D7FB5A2E1D8773BCBD7079D960 | o2 : P Pt 1.0.1
BO58ED3851 9

799F1687730351136584308947C3ES8 com.beautiful.house.pain | Beautiful House
5384223D81D568C61C40D1F822C7 | ot : P - 1.0.2
2E57E3 9

A48272B077C3B6021C84ADACB245 com.beautiful.house.pain | Beautiful House
98619ECA796B5AB63BCI9B7DEO97 |~ : P Pt 1.0.2
E7C1EFBO g

21D29EC735968AB041D1F2C747FF com.beautiful.house.pain | Beautiful House
513E47CCBC2AB356EDAS31ABOED | o1t : P oot 1.0.2
481459580 9

BESAABSC7CECE4543524B186B78 | .\
E93DBAA5ABB28F64648E5913BD49 | ) f(;gnn -alls.outpuz | pos out Puzzle | 1.0.3
E32324591 sunny

ESASED6826BOFEC66EGEEE43D62 | o\
0AG23E618C22B5346B0CCADD4334 -games.balls.oul.puz | galis Out Puzzle | 1.0.1

28DO0SF9BF

zle.funny




BC80F93F6838C0293C035E23A739

com.games.balls.out.puz

A702044DD7FF939699367D84286E9 | - 00 Balls Out Puzzle | 1.0.4
0215FDA sunny
1F6924F9616B4D10467FOCFAF29C
98DCB4D353E8613C1F463ACA4D07 ;I‘;r?ugnimes'ba”s'om'puz Balls Out Puzzle | 1.0.3
7D3808CB unny
BC606464B628CA73DOFCC198B2B | o W
E560ECLE9B4ABC3EO3BCE7787F79 | o fugnn -0alls.oulpuz | paiis out Puzzle | 1.0.4
3E619F005 unny
0A705BA5893A52A208321DES7F170 com.magazine.photo.edit | Magazine Photo
F61CEBA4720FBCF70435C07D86978 | - céverghsfc -photo. c di?or 1
E57EE6E : :
10D9EQOBDIASADS462A2073D37F5 com.magazine.photo.edit | Magazine Photo
F23BFDI587EFBBAIFA057A6FIAIC | - céverghsfc -photo. c di?or 1
266780D7 : :
27E609BD42DIGE7169DCEEE38969 | . Lo Picture Art
A524C29CB242FB33FE1F18FBAAAT | © ditc;rp ke PAINUNG- | painting Filters | 2
476B2EE7 9 Effects
D9OE2BF3E4211C701D02B79A3D67 . Pixel Effect :
46D50AFD1B66EAS861ECEIAAS3699 ;‘r’t";g'xe"eﬁe‘:t'o"e”ay' Photo Editor & 1
81616FA6 ' Overlay Art
09099D349AF459FDABDS731358D1 | - o o . | Pixel Effect:
FD04047021D7A068597D562B17A5 | - d'g : : Y- | Photo Editor & 1
C1718A4A ' Overlay Art
D52F84A24BIAB3CA33834E226001 | o 0
E8DA40005C4269BIF61A1B74E37D | béautg -photo. Magazine Photo | 1
916287FF : y
2F23DFF2F3B2E16DIES7057EOFFA | o
DAAOADBB0027089C3F38E45EE4A2 | béautg -photo. Magazine Photo | 1
EOC634EE : y
21613C818A6AZBFOOE2DE507FDDC com.magazine.photo.edit | Magazine Cover
631CBB6DD78488639ABAA549F14D | chae? -photo. Stu%io 1
BF628762 ¢l
18A662D3A623ACD7AF238E287F 72 com.magazine.photo.edit | Magazine Cover
878AB67E2E42B46050F08A566CD5 | c'.uae? -photo. Stu%io 1
A8554548 ¢l
4EF0A959437ABE69BDS54DE6FABAD com.music.video.studio Music Video
DC276DE1AF1A3996D61873A92A28 | - T S TICE0: | Mokor 1
52A78E80 ety
08C329F7E4ABF6BCDFCAAEEEFSE com.music.video.studio Music Video
DCBB508B50EDB5ES8E3FOF5355D [Music. : : 1
maker.ncijsv Maker

3E0429886B




A44129A7971EDED4S5A97EAAFG6B48
3E83D5B536844EDG6AOBFFE9DCBS8
E56CB1CF1

com.artful.blender.camer
a.tool.fvae

Photo Blender

F744719BAF33C220AB9B9BODD12F
E82A0F5AC988738201F62FAA94407
FGEA4TT

com.blur.photo.camera.p
ic.sdrx

Blur Image Photo

7BC556987897C96C2A39290C119F
TEAD52CFCC40BAB5A5825A2CC6F
19509B3F3

com.blur.photo.camera.p
ic.sdrx

Blur Image Photo

D99022E28ES89AEAF8C574D7DFC79
DA1F6F1D7238FB0379D99F1CCB84
OADAAG3A

com.blur.photo.camera.p
ic.sdrx

Blur Image Photo

E2A1637A1AB527B17041B92BD466
EF2163CD450EE292EAB93E2C009D
09BDBEB4

com.blur.photo.camera.p
ic.sdrx

Blur Image Photo

C5085FF8EEC74818E6BF1F4D5B4C
3E29CFO7FDOEEDEFF4A84B16B4D
A965DB7B8

com.blur.photo.camera.p
ic.sdrx

Blur Image Photo

D825429A6D9D0O05DA7ADD630452C
5160829DCC8A4D9D1DA08004BCE
05F40DFD2

com.photo.galaxy.camer
a.ncwir

Galaxy Overlay
Blender

3BB7524D04844D7060389BFDABF8
3B8C9D4D6801BI9D3F4A6670DC6C
4BEC470F0

com.photo.joker.effect.d
bnfsu

CLOWN MASK

C9C0BA8572D2862CC1E8B96F4E16
8C5EE9A55CFB42700C9678679BF6
414C64EOQ

com.photo.bubble.frame.
vbuwahd

Bubble Effect

7C35D8CES5F12DD29EOBS5C15AE32
246A1B6690674BADB4737BOA9BBF
EO9CEA933

com.effect.tattoo.editor.v
eosv

Tattoo
Editor:Photo &
Camera Effects

996B19094AA907EOFOD23A609912B
E2C692A1880F7C837A8AEF42785C
5796F63

com.effect.tattoo.editor.v
eosv

Tattoo
Editor:Photo &
Camera Effects

F688C3A1974EBESA3AAG006B7FC1
5EF822E84CDA19BA7B5D3F5DDB5
83B91535D

com.magazine.cover.sup
erstar.studio.hgv

Magazine Cover
Maker

E56C4C17DDC23B3DFDAASCBOBE
A453E44C3C1946CE6ACCOF1586F7
42CF5ADA03

com.photo.blender.mix.s
bnjgyt

Photo Overlays

COF27CC53EOEF4675D7A9BB9DA3
87660522045DF90E797E9FAGF58A9
2E9DA215

com.photo.blender.mix.s
bnjgyt

Photo Overlays




AE830375F2B1812B465DF624AEEF

com.smoke.effect.maker.

55CA8DD7BF5A9C09AAEB93268616 Smoke Effect 1
D6BEAACO prank.sfdr

318D5BAD324670604101435A935A2 Skull Face :
93F9C36FA4648E5CI788F7F8C5388 f:rcnt;g:.eCt'face'Sk“”'pho Photo & Camera | 1
3067D8 o] Effects
4DD9290FE2512EDIOASB0ADCEFOF | o oo o o | Skull Face :
9349DAF2C3114854A37D6C48C116 o ct;iaf' ) ) P Photo & Camera 2
20106574 e Effects
93A715DC941FB6510FC78D70B80D | o ceo oo 0 | Skull Face :
27773DDCAQFALE3B403A43988B65 | ' o P Photo & Camera | 3
83612491 e Effects
8A203DAEE58FE558167422B0FA37 | oo oo o 0 | Skull Face ;
985F774679C6FCFED193B5189027 | =\ mc™ P Photo & Camera | 3
E2C97BD7 -Col Effects
E291A40C284059D0DBBACF77633A | o .. (. | Magic Super
CBCBC7DASOE3EA2F6395E5CFDA | -0 fxgbx'ht PEIPOWET-S | nower : Movies | 1
C30859161A pecialix. Special Effects
928A39A9C8DFFBOD5D3814A0AC97 . Magic Super
8DOEBDCSESE1576BDCCDFDB5044 ng;;“figt')‘;}ft“perpower's power : Movies | 1
50D6AG6CA pecial.ix. Special Effects
AA082F768C40F5FD580AF146D268 . . . o
6DSOEE2D5562005D8DD438B927ES com.edit.magic.video.bia Ma_g_lc Video 1
931931F3 eku Editing
SF627C3AE6B53FDA8D681A306B69 com.edit.magic.video.bia | Magic Video
EA538A5E79EFE5F5F1698B52D332 -edit.magic. : 9 1.1
BED392E1 eku Editing
B2BBO51F5EF2F6D42B89FAGF3500 com.edit.magic.video.bia | Magic Video
29A7FA288B73D3D3079FFB82B2A9 -edit.magic. : g 1.2
DSEOEE30 eku Editing
C8BE2A0CIFFAI2896376F3A37C11 com.edit.magic.video.bia Maagic Video
7BOB3763EA7F523A936C95B914CE | o " gic. : d.g. 1.3
2CO9E341 eku Editing
FLODSDEL54BF59CAI59A147FCBOB com.edit.magic.video.bia | Magic Video
50B2B93060EAD5916DA6D2623F0E -edit.magic. : 9 1.4
OE4AOEER eku Editing
45B2EDBOBB8095/EAE347BI63DEI com.edit.magic.video.bia | Magic Video
DOEEB7737EF9E033C9B217B4C7D2 -edit.magic. : g 1.4
9CA9EODE eku Editing
58067ADF3361A0D6B33ABOC2EG23 com.screen.recorder.vid Master Screen
21C2FD709CD36CB7BA2322E9A18F ' ' ' 1.0.0

8CFOE8D4

eo.editor.hbuyrc

Recorder




FD14AF8590565F4422DE7639C34C

com.screen.recorder.vid

Master Screen

8EABB7FE54DBBCO7006A426ECD28 | [ "l = Recordor 1.0.0
CE1AF20B -Saror.nbtly
CCA29301C9B74E55025A8AA17988 .
079237125F42A9024D55435E90B5E ggrg;fé‘figﬁef:rde”"d ';{":féfg;‘“ee” 1.0.0
781A5A3 -earor-nbty
ED31D22B61442697688292FB5CD6 com.screen.recorder.vid Master Screen
7C6B68CFAE10D310A98B48CEESB | 0" o - 8 Orer Recordor 1.0.0
AO78A8D75 Saror-nbly
FF2C5D1D5F824BCE1CODB13ECSC com.musical.road.games | Musical Rollin
2B8BAOE23951CE63C32ELFE3AERS | it -road.g Rond 9 141
4A23A5368 : 9

48EFFES8CCCA3846B5E 7/6CEIEGB com.musical.road.games | Musical Rollin
B3C04FACCD19268A438DB5DSCEL | “ 10 -road.g Rond 9 142
42800D3C63 ranning

615180DE7147E9BASD27BC1322BA com.musical.road.games | Musical Rollin
B4846B70146359433B95960AF1905 | )11 -road.g Rond 9 |142
850D011 running

6EBC70140045DC22E18591A63DCD . . _
F997A348032D21CC15449B24235B ‘i?jfﬁmus'ca"mad'games 'gg;'jca' Roling 14 43
DF7F068D : 9

4E55DFD81D5E05B8012DAA45D047 com.musical.road.games | Musical Rollin
F3E19586F3A3BFAOBE4FOE91B33D | -road.g Rond 9 1143
E21530F8 : 9

704B32E9F4AFB3ADCIE1289E1EBS com.musical.road.games | Musical Rollin
EAC202359013D037ED17F6F2747E | S 210 -road.g Rond 9 141
5848251A running

3C71337049944FCBB207BEBO98DD | '\
BB9343FCCAG75E3ABOBCETA1E4F | " 1O -photo. Smoke Effect Art | 1
6087048BA ot

A4B8DBEF2220256CCB534DICTB3B | - oo | e e
699D8134F70488E37565DDDC3FAF Ciba\'/'% : : | Effect 1.1
7EC7BEBB

40A0328A9B56A6DBDADSBOFBD74 com.photo.effect.smoke Photo Smoke
CD2E6796A636D6FA0BB4B41B2C89 Ciba\'/% ' : | Effect 1.2
EBED1019C

9CDCFFBBEBGE22442CAS5559E87F com.photo.effect.smoke Photo Smoke
F85237BEB6BI9D5C2C21C307AAD Ciba\'/pb : : | Effect 1.3
EBA31672BC

01474AB4A6D587FDIDC2IDEBBE6 | . oo e
B5C96B39D37407E83BE11FCO775E -Photo. : : 1.3

D228BE637

cibavb

Effect




297524B92DA566683B29862C1B5E1

com.flow.points.ygy.free

83E3BFDF0048B4FC7978124342170 | oo ¢ Flow Points 1.0.0
FEF56A g

1C4868F5282C3477C82BFF65DCC2 .

5B94615E29B1BOFDC29C2EA4ETA Cgmgfw'p°'”ts'ygy'free Flow Points 1.0.2
D8E7793DC g

A58A44D70F7082616134AEBSB583 | o e
CBE732269E9661094B2F3BE5419A | 0 ¢ -POINtS.ygy. Flow Points 1.0.0
FBCADOAC g

B2374ABB16A75242261261330E7BB | _ o L
1E5B70D31E850CD59F0DB569454F | 21 -POINtS.ygy. Flow Points 1.0.2
F030185 9

DE32323A7A45A0AEDSEBBABESS | o L
OE2ACE659FDB644C818587A6C678 | o1 -poInts.ygy. Flow Points 1.0.3
350545964 g

OD1096BCAF703FB767ACEBACB377 | _ 0 o o
47EB79427581A1F84717D000E3EEY | o011~ ¢ -poINts.ygy. Flow Points 1.0.3
92C1AEC :

CFD4A1224D64C8FC640A43011F28 .

83C2905FB8FBOEA6207BA4A4732B Cgmg'so""'po'”ts'ygy'free Flow Points 1.0.4
A26582CB 9

5A0583D033649DDD00657B59A0DB | o L
1F5B57A766709C8FFFFAABD2E124 | -0 C -POINtS.ygy. Flow Points 1.0.4
53B236C0 9

B6EOB3FEOF2F94BDB788414713EE | W\ |
5B1703974BEDAFFB249D37245425 | '+ gic.backg : y . g 1
BB1800EO ieu Backgroun
D9DIASI708077843627B7AEEOS068 | L\
DF34877F1ASEFBF32B9DACED8399 | o gic.backg : Bgckgroun g 2
F089598

28F9619431EC62AFDOSEB36120BD | o oo o
EE3EC923CF23D15E3DF8092B4615 | gic.backg : Bgckgroun g 3
F1EF8CS85

5FC2BF42299FBOB3CO7C69BBABES | (o f e
7A2E1378F4383A38A72CDEA36014 | T2 = MINLGM0 1 ghoot it 1.0.7
E6F09CO1 :

DA9301AD7D20CDDB2EF3F024D75 | o\ o
802499423104952E1BB714E8CETA9 | "> 2 & MGNLYL0 | ghoot it 1.0.7
54D85545 :

D156A94A51289F07EAF4EDSADFEC | _ o\ 0 o
0D8348DE9CD1AS0AAS24BE12CBF ' : MGNLGI0 1 gpoot it 1.0.8

495C16E10

mmm.tom




D62CDE8SAFBABC640E0F51B9607

com.bullet.shoot.fight.gto

4DABB30EACAT2FET9394AE39844D | ol = Shoot it 1.0.8
81A76107E :

AF8EOA7FE875612455F0F2E3ESEF .
3C666476E0E023212645429105E45 ‘r:r‘l’r?rhb‘t";'rits“oc’t'f'ght'gto Shoot it 1.0.9
2CADEF5 :

B6399D21F7A72F1BOBBC73864CAC | _ o\ 0 o
228C5A4BBF6331AA5133D56589439 | 7 TE" MGG | ghoot it 1.0.9
FO747E7 :

DOASF6FA43CFO43248E6C587EF2B | _ (o o
2535DB9BBBOAB63849153CCCTB3C | Yoy 92 | glice Master 1.0.0
415AC498

BAFE66DA62900C7A2E2EBAEBO165 | _ (o
BOBDBA3BDE1A4B6ASEESA3ID3FE | Y9y 92| slice Master 1.0.0
A7E31D7EE

5786C8826F090A8207E3FB2OFEABS | _ (oo
31CABEOA1A3249833026E580643D | Yoy 92| 5lice Master 1.0.1
76BDC7A

1442EE51D55EE4F05481EDAES204 .

E3CFB6595C3C37EA1EA688FF939F ‘;?g]'s“ce'ygy'maﬁer'ga Slice Master 1.0.2
FF6C67E9

42F300FE912161AA7BD3147950A39 | (oo
63E9ACCO6721811008E82CBC3D84 | T Y9y 92 | glice Master 1.0.2
09EB389

639F3463D21A597D4EBS68A44D0A |
7A049E771AB2D3DIACADDBBO768 | = YOy 92 | slice Master 1.0.3
852F76826

8B6BOIDAFSEAIFB46A52603753F3 | . (oo
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